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changing the distribution of costs, it is necessary to understand the economics of open
data and how the new models compare to existing government open data systems.
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any government agencies have adopted open data policies, making
their data freely available to all users online. At the same time, many
agencies are experiencing substantial increases in the volume of data
that they generate or collect. Simply upgrading existing systems is often not sufficient
to ensure that large volumes of data remain
accessible and can be analyzed efficiently; instead, agencies are transitioning to cloud infrastructures. Whereas some agencies seek to
develop new in-house cloud platforms, many
others are turning to commercial cloud providers. However, the ways in which agencies
are partnering with these commercial entities vary considerably, as does the distribution of costs among agencies, cloud providers,
and users. In some cases, users may need to
pay to work with government data that were
previously freely available. Although the underlying data may remain free, agencies may
allow commercial providers to charge fees to
users to download or analyze data using their
commercial platform. Such challenges to the
implementation of open data policies must
be addressed to ensure that the current benefits of these policies are not lost and to realize
the opportunities for researchers and society
presented by big data and cloud computing.
These challenges are faced by governments around the world. For example, the
European Union is developing cloud-based
systems to facilitate access to data from
its Copernicus environmental monitoring
program, and state governments in India
are turning to commercial cloud providers
to facilitate citizen services (1, 2). Many of
these efforts are in their early stages, and
reasonable people disagree about the best
way to develop and structure data distribution systems in the cloud. Those promoting
commercial providers point to their welldeveloped platforms and ecosystems and
substantial human and physical resources

dedicated to maintaining and improving
their cloud products. Agencies hope to leverage these resources to make data available quickly and affordably. To illustrate a
variety of approaches being undertaken,
consider developments in three U.S. government agencies with pilot programs in
development or under way.
The National Oceanic and Atmospheric
Administration (NOAA) houses more than
100 petabytes (PB) of environmental data
and generates more than 30 PB a year from
satellites, radars, computer models, and other
sources. Because of limitations of traditional
data portals, only about 10% of those data are
accessible via NOAA websites (3). To address
this concern, in 2015, NOAA implemented
the Big Data Project, under which commercial cloud providers host NOAA data at no
cost to the agency and make it available to
the public. Although these providers cannot
charge for the actual data, they are allowed to
charge end users for distribution of the data
and for processing and applications (4).
The National Aeronautics and Space Administration (NASA) also maintains a large
archive of environmental data, with more
than 20 PB stored as of 2017, and it projects
that the archive will grow to nearly 250 PB by
2025. NASA is exploring the use of commercial cloud providers to store and distribute
these data. Unlike the NOAA program, however, in the initial phase NASA is paying the
commercial provider to store and distribute
data, with the provider charging NASA the
costs of distribution and analysis, rather than
charging the end user (5).
The 2018 National Institutes of Health
(NIH) Strategic Plan for Data Science notes
that genomics is one of the largest datagenerating fields and that the amount of
data stored at NIH’s National Center for Biotechnology Information has been growing
exponentially for many years, with no signs
of slowing. NIH intends to leverage private
sector cloud providers to ensure continued
data access for users while minimizing infrastructure and maintenance costs. The distribution of costs among NIH, cloud providers,
and researchers has not been determined (6).
To understand why this new technology is

ECONOMICS OF OPEN DATA
A key economic attribute of data is that they
are a nonrival good; when one person uses
data, those data are still available for others
to use. In the case of perfectly nonrival goods,
the marginal cost of providing the good to
an additional user is zero—the costs are all
associated with the fixed effort of creating
the data, and they remain the same whether
the data are used 10 times or 10,000. Because societal benefits from those data will
be maximized when everyone who wants to
access and use the data does so, the best way
to achieve this is to make those data freely
available to all.
This logic has been central to the broad
adoption of open data policies among government agencies. Ethical arguments have
also played a role, asserting that taxpayers
have already paid to collect the data and
shouldn’t have to pay again, and that open
data policies are key to government transparency and citizen engagement (7). Experience suggests that these policies are working,
having increased the distribution of U.S.
Geological Survey Landsat satellite images
(8), increased scientific publications using
Earth-monitoring sensors (9), and increased
the pace with which genomics advanced (10).
This economic argument relies on the assumption that the marginal cost of providing
data to an additional user is zero. Under the
current system, in which agencies store data
in government-owned servers and make it
available via a web portal for users to download, this assumption is fairly accurate. Although the cost is not truly zero, it is very
low, and agencies do not typically calculate
or charge users a fee associated with their
individual download (however, many agencies place restrictions on the total download
volume within a period of time to ensure that
costs remain reasonable; users wishing to access very large volumes of data often work
with agencies to do so in a more timely or
cost-effective manner). By contrast, commercial cloud providers, as part of their business
model, calculate the cost of each marginal
download (the egress cost). When the government works with a commercial provider,
this cost is typically passed on either to the
agency or to the end user.
Cloud computing also raises another issue
not addressed under the current system. Users have to not only access the data, but also
be able to view or analyze them. In the current system, data can be downloaded to a personal or institutional computer and analyzed
there. This involves essentially no marginal

Others point out that even if this is the case
when the system is first developed, there is
no guarantee that commercial entities will
not raise prices in the future after agencies
have committed to one provider. Regardless
of total cost, changes in the structure of costs
will still need to be understood by, and justified to, decision-makers.
There will also be many specific issues to
address in implementation. For example,
some reasonable limits would need to be
placed on the costs covered by the agency.
Similar to policies already in place at some
agencies, a user who wants to download
petabytes of data to their private or university system or who wishes to use massive
amounts of cloud computing capability, for
example, would need to work with the agency
to discuss a workable solution, likely involving some cost to the user.

IMPACTS AND OPPORTUNITIES
The transition to cloud computing is forcing agencies to rethink how they implement
open data policies, and decisions about cost
allocation are not simple. For example, at the
Workshop on Maximizing the Scientific Return of NASA Data, held in October
2018, multiple U.S. and international
agencies discussed these transitions,
including technical, organizational,
and policy challenges. But with the
multitude of issues to discuss, such as
the relative benefits of in-house versus commercial systems, the best way
to solicit user feedback, and the importance of user training, differences
in cost structures and their impacts
received little attention.
Generally, agencies remain committed to ensuring that the data
remain free—they aren’t commercializing their data or generating
revenue from data distribution.
A researcher examines NOAA fisheries sonar data.
However, government policy does allow agencies to recover costs associated with
To the extent that agencies have impledissemination of data (11). Agencies have not
mented programs that involve different distraditionally calculated the marginal cost of
tributions of fees or different limitations in
user downloads nor paid costs associated
data egress or analysis, metrics should be
with individual data analyses. Agencies may
collected to allow analysis of how these profeel that it is fairer if users cover these usergrams affect data use. When possible, policy
specific fees, or agencies may simply not have
implementation should adopt an experimenadequate funds to cover these costs.
tal design approach. These empirical data
Although the exact impact of policies
can help to validate theoretical and historical
requiring users to pay to work with data
understandings of the impact of variations
depends on specific implementation and
in data policies and can help to improve our
pricing structures, history suggests that
quantitative understanding of these impacts.
much of the benefit associated with open
Agencies should also consider non-economic
data may be lost. To avoid decreasing the
impacts of shifting data to the commercial
benefits to society from government data,
cloud, such as those on security and governagencies must maintain truly free access. To
ment transparency.
do so, agencies will need to budget for egress
Changes to cost structures may not be the
and analysis costs, which they have not had
only challenge to arise from the transition to
responsibility for in the past, and legislators,
commercial cloud computing. For example,
in turn, will need to understand the purpose
because U.S. agencies are barred by the 1976
of, and approve, funds for these uses. Many
Copyright Act from copyrighting works creargue that the total costs of commercial cloud
ated by the federal government, commercial
data provision will be lower than the total
entities can repackage government data and
costs of developing in-house systems, bedistribute it under their own licenses, recause agencies will not need to procure and
stricting access to particular groups or uses.
maintain their own servers and data portals.
In the past, the existence of government porSCIENCE sciencemag.org

tals has ensured that citizens have at least
one option for free and open access, but if a
commercial system fully replaces the government portal, this may no longer be the case.
Without carefully thought-out contract language, commercial providers with a monopoly on government data distribution could
potentially put in place licenses that would
substantially decrease reuse of the data. The
pilot programs discussed above have addressed this issue in existing agreements, but
continued awareness of this and similar issues is important as these programs evolve
and new programs begin.
Building dedicated, in-house clouds may
avoid some challenges related to commercial
pricing structures, data security, and longterm availability, but it raises others. Companies like Amazon, Google, and Microsoft
have vast workforces dedicated to developing and advancing cloud technology.
They have infrastructure in multiple
locations around the world to ensure redundancy in multiple physical locations. It seems unlikely that
a government agency with limited
resources can compete in terms of
capabilities and price. Using publicprivate partnerships to develop inhouse cloud-computing systems may
lower costs, but once again raises
challenges in cost structures and
data access. Political realities also
mean that agencies must consider
industrial policy and the value of
working with domestic companies.
The transition to cloud environments for the distribution and analysis of government data is under way, but in
most cases, long-term decisions have not been
made. Now is the best opportunity to design
systems that help us to understand and maximize the value of open government data. j
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cost—researchers use computers and software that they already own and use for other
purposes. In a cloud computing model, users
will increasingly find it efficient to do analysis in the cloud. This would avoid the issue
of egress costs. However, unlike the current
model, users face a marginal fee to carry out
each study or analysis as they use cloud computing capability for that specific purpose.
Although computing and analysis costs are
not generally considered part of open data
policies, the practical effect of this change on
the accessibility of data are important.
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