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 N
ew biotechnologies have the power 

to transform medicine, provide new 

sources of energy, and fill an expand-

ing need for renewable, biologically 

derived products (the “bioeconomy”). 

But many of these powerful technolo-

gies and their products have the potential 

to be exploited for malevolent purposes or 

subverted to cause harm. Although many 

natural, accidental, and deliberate biologi-

cal threats are governed by laws, agency- 

and national-level strategies, international 

instruments, guidance documents, and 

best risk management practices (1, 2), these 

policies and practices are often based on 

a defined list of pathogens and toxins (1, 

3, 4), do not necessarily mitigate the risks 

of the hazards, are not flexible to address 

new discoveries, may be political in nature, 

and may not keep pace with technological 

and workforce advances (5, 6). We sug-

gest that such limitations and variability 

in biosecurity policy and practice interna-

tionally could be addressed in part by en-

hancing and growing a workforce able to 

identify, assess, mitigate, and communicate 

security risks and solutions. We outline 

core competencies that such professionals 

should demonstrate and key steps needed 

to grow the profession by establishing a bio-

security credential.

Biosecurity is a multidisciplinary concept 

focused on keeping the researcher, public, 

and environment secure from the mali-

cious exploitation of biological knowledge 

technologies and products (7). Biosecurity 

is distinct from securing other materials 

and technologies because biological organ-

isms are found in nature, replicate, and can 

evolve through mutation, and much of the 

science and technology advances are devel-

oped in academia and industry throughout 

the world. Although biosecurity tradition-

ally has focused on prevention, deterrence, 

and dissuasion of the development, produc-

tion, and malicious use of microbes and tox-

ins as weapons, it has expanded to include 

preventing the exploitation of knowledge, 

skills, technologies, and equipment to harm 

animals, plants, humans, and the environ-

ment. Life sciences researchers in academic 

and government institutions and bio-re-

lated industries are facing unprecedented 

security risks, including pathogens and tox-

ins known to be harmful to public health 

and safety; unauthorized access to infec-

tious materials in use, storage, and dur-

ing transfer; culturing of pathogens from 

ancient reservoirs; synthesis of pathogens 

from published sequence data; and theft 

of data from and disruption of operations 

at biological facilities from cyber attacks. 

Adding to these concerns is the rapid prog-

ress of synthetic biology (for example, gene 

drives, synthesis of extinct viruses, creation 

of new pathogenic viruses, and production 

of chemicals in microbial systems), which 

presents new challenges to promote ad-

vancement while preventing malicious use.

Several positions at research, indus-

try, health, law enforcement, security, and 

emergency response organizations are be-

ing asked to address different issues related 

to biosecurity. Yet although an individual 

may be delegated as the “responsible of-

ficial” on paper, often requirements for a 

baseline level of biosecurity expertise do not 

exist. At the same time, many diverse pro-

fessionals within an organization may have 

biosecurity as a component of their job yet 

may not be clearly designated as go-to bio-

security experts. Moreover, work in biosecu-

rity has become, whether they fully realize 

it, the responsibility of every scientist and 

engineer working in the life sciences and 

with biological materials and/or data; every 

businessperson, entrepreneur, and venture 

capitalist working with life science prod-

ucts and information; and every life science 

explorer—including those in do-it-yourself 

biology (DIYBio) laboratories (8).

In our experience, we see a need for 

greater clarity and consistency in how to 

deal with biosecurity issues at many institu-

tions (such as who to call, what to do, and 

what is considered dual use) and in differ-

ent countries. For example, private and pub-

lic institutions have documented incidents 

involving biosecurity breaches and/or lack 
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of internal biosecurity controls that have 

resulted in use of pathogenic bacteria to de-

liberately harm co-workers; unauthorized 

importation of viral samples; and theft of 

scientific data, results, and technologies. We 

suggest that many policy efforts suffer from 

being too focused on mere compliance with 

policies (“checking the box”) rather than on 

an enterprise- or system-wide approach to 

addressing biosecurity risks and threats. 

Biosecurity needs to become integral in 

many different professions and countries, 

highlighting the need for consistent and 

common understanding of capabilities for 

the prevention of such risks and threats.

Layered on top of this is a catch-22: Risk 

and threat management measures must 

recognize that our best defense to counter 

the malicious application of life science re-

search relies in part on continued research, 

knowledge gain, and scientific and technol-

ogy advancement. The solution can become 

the problem and the problem can become 

the solution—for example, the fundamental 

research to understand mechanisms behind 

transmission of influenza and coronavirus. 

Efforts to prevent malicious application of 

life science knowledge, skills, and technolo-

gies thus must be developed in a manner 

that does not unduly impede scientific prog-

ress to advance health, defense, agriculture, 

environmental health, science, and energy 

(1). Having individuals who are well versed 

in biosecurity and collaborate directly with 

researchers on a regular basis is critical.

PATHWAY TO PROFESSIONALIZATION

We suggest that a biosecurity credential 

based on core competencies could help 

ensure that professionals can address bio-

security gaps regardless of their home insti-

tution and collaborate with the life science 

community to mediate biosecurity risks in 

a manner that ensures continued advance-

ment of life sciences research for the ben-

efit of all. Such a credential must go beyond 

the governance of microbes and toxins and 

must consider the risks associated with the 

malicious use of synthetic biology, genome 

editing, genomics and health care data, 

neuroscience, and other enabling biotech-

nologies. Risks associated with digitization 

of biological information and networked 

systems also is included within the broader 

scope of biosecurity.

As the scope of biosecurity expands, the 

creation of a biosecurity credential would 

allow individuals from different disciplines, 

professions, backgrounds, and countries 

to be recognized by scientists, administra-

tors, funders, and policy-makers as go-to re-

sources for knowledge and expertise in the 

reduction of deliberate biological risks.

Establishing a biosecurity credential 

could provide individuals who are respon-

sible for implementation and oversight of 

biosecurity practices at institutions with 

baseline knowledge about how to assess 

and address existing and new risks in their 

facilities, which promotes consistency in 

countering global biosecurity issues. A bio-

security credential should include, at a min-

imum, competencies that focus on biosafety, 

program management, physical security, 

personal security, personnel suitability, ma-

terial control and accountability, transport 

security, cyber security, and information 

security (see the box) (9). These core com-

petencies were identified by an exploratory 

task force led by the American Biological 

Safety Association (ABSA) International to 

cultivate a well-prepared biosecurity work-

force. The task force had representation 

from academia, agriculture, government, 

private industry, public health, and security 

sectors. These core competencies were for-

mulated on the basis of biosecurity lessons 

learned and shared experiences from this 

cross-functional task force.

Individuals who obtain a biosecurity cre-

dential may be subject-matter experts in one 

or more of these core competencies (some of 

which, such as biosafety and cyber security, 

have credentialing programs of their own). 

Obtaining a biosecurity credential would not 

require that an individual achieve expertise 

equivalent to a separate credential in each of 

the individual core competencies, but a cre-

dential would mean that an individual has 

substantial knowledge in all of the core com-

petencies to be able to identify and remedi-

ate risks and to know whom to engage for 

deeper disciplinary expertise.

For a credential to be successful, the di-

verse international biosecurity community 

involved in biothreat reduction in high-, 

middle-, and low-income countries must be 

engaged to help identify specific areas rel-

evant to their scientific, policy, infrastruc-

ture, and threat environments. Developing 

an assessment of core biosecurity compe-

tencies based on skills and knowledge that 

is not specific to one country is necessary 

for a successful and meaningful credential. 

Implementation may be as comprehensive 

as offering degrees from accredited institu-

tions or as light as incorporating common 

norms and industry standards. For example, 

the implementation of the credential could 

be modeled after work being done within 

the DIYbio community, which involves ob-

taining widespread adoption of safety prac-

tices among distributed communities from 

around the world (10). This is an example of 

what can be achieved through engagement, 

communication, and partnership.

One possible first step could be to docu-

ment current approaches for addressing each 

of the competencies at various institutions 

internationally. To the best of our knowl-

edge, this has not been done systematically, 

and even within the United States there is a 

lack of clear and rigorous processes by which 

an individual develops knowledge and skills 

for practicing biosecurity. This step is criti-

cal for understanding current comprehen-

sion of each area, challenges in implement-

ing long-term solutions, and lessons learned 

from past efforts. Together, this information 

helps to identify misconceptions about the 

core competencies, which would need to be 

addressed during development of the bio-

security credential. For example, the biosafety 

and biosecurity action package of the Global 

Health Security Agenda—an international ef-

fort to help countries develop capabilities for 

prevention of, detection of, and response to 

infectious disease threats such as Ebola virus 

and new coronavirus 2019 outbreaks—could 

provide an opportunity to compile a list of 

biosecurity practices that countries are devel-

oping and or implementing (11).

Another key step would be for stake-

holders from different sectors, disciplines, 

and industries to come together to identify 

their needs and interest level for a biosecu-

rity credential and to gain buy-in for assis-

tance with the development and long-term 

implementation of the credential. There are 

multiple opportunities for international 

engagement. For example, the cooperative 

threat-reduction programs, international 

scientific organizations, and the Biological 

and Toxin Weapons Convention could sup-

port multisectoral discussions on the devel-

opment of an international biosecurity cre-

dential and associated core competencies. 

This step is important for including that 

representatives from a variety of stakehold-

ers are engaged, which ensures that the cre-

dential does not meet the needs of a subset 

of stakeholders at the expense (or even ex-

clusion) of others. This step also promotes 

better understanding of biosecurity needs 

and resources among institutions, sectors, 

and countries, which is critical for sustain-

ability and durability of the credential.

Documentation of risks and threats pre-

sented by different biological science and 

technology sectors and fields could help to 

ensure that the core competencies are rel-

evant and applicable to past, current, and fu-

ture risks and threats. For example, funding 

agencies, scientific journals, and the scien-

tific and security communities could interact 

with governments of all countries to compile 

anonymized biosecurity lessons learned.

The concept of biosecurity has been a fo-

cus of several global initiatives, and many 

countries have supported efforts to build in-

stitutional, national, and regional capacity 

for biosafety and biosecurity and, to some 
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extent, cyber and data security for biological 

facilities and information systems. We now 

see a credential system as a potential way 

to help strengthen and standardize ongoing 

international initiatives in biosecurity and 

incorporate emerging risks and cultivate a 

well-trained cadre of biosecurity profession-

als in a dynamic biotechnology landscape.        j
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